SIGHTINGS ECOSYSTEM

A DATA-DRIVEN ANALYSIS OF ATT&CK IN THE WILD
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15 TECHNIQUES

made up 90% of the observed technigues from April 2019 - July 2021, Most of these
techniques abuse legitimate system tools.
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provide the coverage for the most observed techniques

SI-4 System Monitoring

CM-6 Configuration Settings

CM-2 Baseline Configuration

CM-7 Least Functionality

AC-3 Access Enforcement

AC-6 Least Privilege

AC-2 Account Management

AC-5 Separation of Duties

CM-5 Access Restrictions for Change

|A-2 Identification and Authentication
(Organizational Users)



	CTID Sightings Report Infographics-04
	CTID Sightings Report Infographics-05
	CTID Sightings Report Infographics-06

